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ABSTRACT 


An algorithm for the assignment of time slots within a 
Time Division Multiple Access (TDMA) scheme for an integrated 
voice and data packet radio network 1s implemented in, and 
studied by, a compute:? simulation. The slot assignment 
scheme is applied botn to a static network, where "best path" 
routes are held constant, and also to a network where the 
"Dest path" routes ar2 permitted to change dynamically during 
the simulation 43 communications capability at various nodes 
approaches saturation. 

The Dijkstra algorithm is used to determine and modify 
"Shortest distance" routes, and the sensitivity of performance 
to various paramecers used in defining the link "distance 
mi@eeron" 25 investigated. The major conclusion is that it 
MampOssible to route in a way that reduces the average energy 
transmitted per message without substantially decreasing the 


Bemwork throughput. 
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I. INTRODUCTION 


ie eee we oe 


A. GENERAL 

The purpose of military communications is to provide the 
military commander with the ability to exercise command and 
control over his forces. Military communications systems 
must be reliable, responsive to usé» requirements, and should 
offer a measure of security to the information carried. The 
commander's communications requirements were satisfied for 
centuries through the use of couriers and various visual 
and acoustic means of communications. <All of these communi- 
cations techniques have a place in the overall military 
communications picture today. However during the last 
several decades there has been tremendous technological 
development which has driven a rapid evolution of tactics as 
new weapons and support systems have been fielded. Most 
tactical military communications today are carried by 
electrical or electronic devices, ¢.g. radio or telephone. 

A basic radio communications system includes at least two 
parties and a channel of communications between them. The 
channel is a frequency, a band of frequencies, or perhaps a 
wire or optical fiber with a bandwidth large enough to 
accommodate the modulated signals exchanged by the parties. 


A communications circuit is established when one party 
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(the originator) effects communications with another party 
(the addressee) over a channel. 

Tactical radio communications today are primarily 
Weerarchical in nature. That is, the flow of information is 
usually up and down the chain of command from senior to 
subordinate and vice versa. Lateral links between adjacent 
units are usually limited and are not well defined in current 
Military communications doctrine. Lateral links, when 
employed, are usually operated with multichannel radio 
equipment and serve to increase the total communications 
system flexibility by providing alternate communications 
Pacns. 

Current military voice radio and record or data communi- 
Cations circuits are operated in one of the three modes 
described below. 

me Sooadcast Operacion 

In the broadcast method of operation one station 
transmits and the other station(s) receive. The flow of 
information is in one direction only, however different 
stations may broadcast at different times. 

2. Point-to-Point Operation 

A point-to-point circuit 18 one in which two stations 
Communicate directly with each other. Both stations may 


transmit and receive signals. 





3. Net Operation 

Two or more stations that use a common channel to 
communicate comprise a net. Note that a point-to-point circuit 
is technically a net, although a net usually has several 
members. Typically one station on the net is designated as 
the Net Control Station (NCS) and is responsible for con- 
trolling net operations and for maintaining net discipline to 
ensure orderly and efficient operations. ‘na "directed net" 
Smestation other than the NCS which has traffic to pass must 
first request permission from the NCS before it may transmit 
its message. The radio (or teletype) operator at the NCS 
thereby manually controls the flow of traffic within the net. 
Since all stations on the net share the same channel it may 
be possible for two or more net members to sommunicate 
Seempectiy with each other (i.e. point-to-point) if the NCS so 
approves. It is also possible for the NCS to authorize the 
net to operate as a "free net". Ina free net any station 
may send traffic to any other station in the net whenever 
the channel is available. This method of operation may permit 
greater message throughput if the net has faw stations or the 
messages are brief and the traffic load is light. As the 
traffic load increases and more stations join the net, the 
directed net mode of operation may be required to reduce 
confusion and to promote the orderly exchange of information. 

Today the net control function is done by a radio operator, 


and the tactical message traffic is passed by an operator using 
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APC 125 voice radiotelephone procedure or by a radio teletype 
operator. The voice radio messages may either be actual 
conversations between commanders (or staff officers) or may 
be properly drafted and released written messages that are 
then transmitted by trained radio operators. In any event, 
transmitting a message via voice utilizes the channel for a 
much longer length of time than would be required to transmit 
the same message if it were reduced to a teletype message. 

It is desirable to limit the amount of time any station is 
transmitting for two very important reasons. First, the 
Chance of being detected and located by enemy radio detection 
Finding (RDF) equipment increases with the amount of time a 
Station is transmitting. Second, since only one station may 
use the channel at a time it makes sense to keep trans- 
missions as brief as possible to provide more time for the 
other stations to use the channel. 

This does not imply that all voice message traffic can or 
should be reduced to teletype or digital data messages. [In- 
deed there appears to be a clear and present requirement for 
commanders on the battlefield to be able at times to converse 
directly with seniors and subordinates via voice radio. More- 
Over it is not yet practical to provide every radio with a 
means of automated message entry, although the Marine Corps 
has made some progress in this direction with the recent 
development of the AN/PSC-2 Digital Communications Terminal 


(DCT). The DCT is a hand-held, programmable I/0 and display 
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device. It will enable users rapidly to compose, edit, and 
display free text, pre-formatted messages, and graphics such 
as maps. 

The development and integration of computers and micro- 
processors with communications terminal equipment can permit 
the net control functions to be automated. 

The use of Somes Oe the wmodern battieriel@ is not 
limited to communications equipment. As weapons and military 
equipment in general become more complicated and capable, 
computers will find increased application. Computers can be 
used to process and manage large quantities of information 
and can provide the commander and his staff accuréete énd 
timely information. 

Military communications doctrine is constantly evolving 
as communications requirements change to support new tactics, 
equipment, and organizational structures. There is an ever 
increasing trend toward the development of digital communi- 
cations equipment because digital communications networks 
offer great potential for providing rapid, reliable, and 
secure circuits of very high quality. These are precisely 
the types of circuits required for computer and data communi- 
cations. Digital communications equipment easily accommodates 
the digital representation of information generated and used 
by computers. Thus it is no accident that the development 
of communications equipment in general is trending along this 


eine . 
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Eve PACKET RADIO 

There has been considerable research conducted since the 
late 1960's concerning packet-switching. Packet radio tech- 
nology is advancing rapidly and its eventual application to 
military communications appears to be inevitable. Packet 
radio utilizes packet-switched communications and typically 
operates on a multiple access radio channel to create a 
digital radio network. A packet radio network has the 
capability to provide greater message throughput than the 
tactical military communications presently in use, and is 
particularly well suited to carry computer communications 
and other digital information such as digitized voice or 
@eesemile traffic. 

Packet-switching was originally developed as a cost 
effective method of supporting computer communications. The 
traffic generated by computers is "bursty" in nature and has 
a low duty cycle. That is, computers generate traffic at 
very high rates, but the individual messages are relatively 
prief and infrequent, so that the messages may be visualized 
across time as short bursts of data separated by long periods 
Peeeeniactivity. Sinee the channel may be idle nearly all of 
meme tme, it would be a very inefficient utilization of 
resources to provide a separate dedicated channel between 
each pair of computers that may have occasional requirements 
to exchange data. It is reasonable instead to arrange several 


computers (or data terminals) in a communications network and 
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to devise a controlling protocol which allows all cf these 
data terminals to share a common broadcast channel. It is 
also reasonable to create a unit of transmission, called a 
"packet", of some appropriate number of data bits and to let 
a packet or series of packets be used to represent a data 
message. 

In a packet-switched network each packet may be of a 
fixed (variable in some implementations) length up to a 
maximum of perhaps a few thousand bits. Each packet comtains 
all of the addressing and control information necessary to 
route the packet to the desired destination. The addressing 
and control information might not be necessary in tne follow- 
on packets of the packet-switching scheme employing virzual 
Gircuits. This will be discussed in later sections of this 
thesis. 

The ability to connect any two network subscribers is an 
essential attribute of any communications network. If the 
packet radio equipment is designed in such a way that each 
packet radio may act as a relay or repeater in addition to the 
obvious requirement of being able to provide message entry and 
meeeprion for local users, then it is not necessary for each 
terminal to communicate directly with every other terminal in 
the network. In the extreme, most of the packet radio terminals 
may be "hidden" from each other either because of the lack of 
a line-of-sight (LOS) path caused by intervening terrain 


and/or vegetation or because of radio range limitations. If 
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we assume that each packet radio has a very short range as 
compared to the diameter of the network, then all that is 
necessary for the connectivity requirement to be satisfied 
1s that there exist at least one path, via any number of 
intermediate repeaters, between any pair of packet radios. 

A small computer or microprocessor is resident within each 
packet radic to implement a given packet-switching protocol 
or message routing scheme in a manner that is completely 
transparent to the user. This gives the user in the network 
the illusicn of being directly connected to every other user 
in the network. 

This is the lasic idea of a packet-switched packet radio 
network. The nexwork is composed of several compatible 
computer or microprocessor controlled radios operating on the 
same frequency or band of frequencies. Each radio communi- 
cates directly with one or more other network members, and 
Deeecne Capabilicy both to service local users and to act 
as a repeater as required to provide full connectivity 
throughout the network as a whole. 

Many packet-switching routing algorithms and multiple 
access techniques have been developed. The particular routing 
scheme and multiple access technique for use on a particular 
packet radio network should only be selected after a careful 
analysis of such questions as the type of broadcast channel, 
Channel bandwidth, number of stations inthe network, expected 


Number of messages, message length, network topology and 
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connectivity, radiated power, signal energy, radio inter- 
ference, microprocessor capability, propagation and 
processing time delays, the permissible message delay and 
so forth. Packet routing and multiple access techniques 
will be discussed further in later sections of this report. 
A brief summary of some of the previous research conducted 
at the Naval Postgraduate School (NPS) concerning packet 
radio 1s provided in paragraph C below. 

Pee oUMMARY OF PAST RESEARCH IN PACKET-SWITCHING CONDUCTED 

AT NPS 

Considerable research has been performed recently at NPS 
on various aspects of packet-switching, and eight Master's 
Degree theses have been produced on the subject during the 
last three years. The author obtained much cof his backgroun:i 
information concerning packet-switching from these documents. 
A brief synopsis of each of these reports is provided in the 
following paragraphs. 

Lucke [Ref. 1] studied the nature of distributed communi- 
cations systems and their possible application to military 
communications. He discussed schemes for the distributed 
control of communications networks, routing strategies, and 
conducted a computer simulation of an asynchronous routing 
algorithm originally proposed by Segall and Merlin [Ref. 2]. 
He also devised a procedure for the time synchronization of 


a packet radio network. 
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Bond [Ref. 3] investigated the problem of self-inter- 
ference ina packet radio network. He modeled the voice radio 
and record communications traffic load of a Marine Amphibious 
Brigade (MAB) and used this data in a computer simulation of 
a packet radio network to study the problem of self-inter- 
ference. His routing algorithm dispatched messages over the 
path that required the fewest number of transmissions. Bond 
concluded that the MAB aetwork must operate with either a 
Time Division Muitiple Access (TDMA) or Frequency Division 
Multiple Access (FDMA) scheme in order to limit 
self-interference. 

Kane [Ref. 4j studied the possible use of the VHF, UHF, 
and SHF frequency bands for tactical military packet radio 
communications. His work included the simulated tactical 
placement of a MAB on the STAR Terrain Model, a computerized 
Parametric terrain representation of the Fulda Gap region in 
West Germany. The Simulation of Tactical Alternative 
Responses (STAR) Terrain Model was developed by Professor 
ieeeieecman at NPS and is resident in the NPS IBM 3033 computer. 
Kane concluded that a packet radio network could be operated 
on terrain typical of western Europe. He proposed the employ- 
ment of packet radios capable of operating at center frequencies 
Of about 300 MHz for foliage penetration and at 1.5 GHz for 
increased channel capacity and decreased probability of 


interception. 


193 





Hobbs LRef. 5] also used the MAB and STAR Terrain Model 
first studied by Bond and Kane to model the effect of 
superimposing a UHF "backbone" sub-network on the overali VHF 
MAB mobile distributed communications network. He developed 
two algorithms for creating connectivity topologies for the 
backbone and mobile sub-networks and concluded that it was 
possibile to design robustly interconnected communications 
networks for the use of packet radio technology in the field. 

Chlebik [Ref. 6] used the MAB topology and link connec- 
tivity developed by Hobbs to study by computer simulation the 
problem of mutual interference in a packet radio network. 

His simulations implemented the Dijkstra and Warshali-Floyd 
algorithms to determine minimum-hop paths between nodes, and 
included a study of the effect of using directional as well 
as omnidirectional antennas. He found that although mutual 
interference in the backbone sub-network was substantial, 17 
was manageable. However, more than half of the lower fre- 
quency mobile nodes experienced unacceptably high levels of 
mutual interference much of the time. 

Mercer's research [Ref. 7] entailed further study of 
routing schemes and their effects on interference in a packet 
radio network. He employed the MAB and STAR terrain models 
investigated earlier by Bond, Kane, and Chlebik and concen- 
trated his efforts on comparing network performance with 
respect to the interference characteristics of least-hop and 


least-energy routing schemes. He concluded that least-energy 
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routing, or that perhaps a hybrid routing algorithm based on 
least-energy scheme, offered the best solution to the mutual 
interference prebiem. 

Lengerich [Ref. 8] used computer simulations to evaluate 
the relative performance cf two distributed routing protocols. 
In his work tengerich specifically studied the Dijkstra 
shortest path routing algorithm and both a synchronous and 


—~ 
_—- 


asynchronous implementation oF the Heritsch [Ref. 93: pp. 46-90] 
distributed dynamic routing scheme. 

Heritsch [Ref. 9] devised and investigated by ccmputer 
Simulation a distributed routing protocol for a packet net- 
work. To reduce the size of the routing problem in large nets, 
he organized the ncdes into Basic Groups, Related Groups, and 
Families, and created a netwock management protocol which 


demonstrated that efficient decentralized control of a packet 


radio network was pessible.. 


Meee URE OSE AND SCOPE OF RESEARCH 

me General 

Time division multiple access (TDMA) techniques and 

principles and their application to communications networks 
are well understood. There are many ways to implement a TDMA 
network. The different TDMA schemes offer varying degrees of 
efficiency, preservation of network flexibility, and conser- 
vation of overall network channel capacity. The particular 


type of TDMA scheme selected for implementation in any given 
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network will depend on many of the same considerations listed 
earlier for selection of a packet-switching scheme. However, 
TDMA scheme selection must also be based on the ability of the 
network to maintain time synchronization. The synchronization 
problem is addressed in Section II. 
2. Purpose 

The purpose of this thesis is to develop and study by 
computer simulation a TDMA time slot assignment scheme 
appropriate for application to a packet radio network utiliz- 
ing dynamic routing. The Dijkstra shortest path algorithm 
is used to periodically determine and modify "best path" 
routes between every pair of radios in the network. The 
performance of any network is highly dependent upon the type 
See aistance function” that is used to calculate the "link 
weights" which the Dijkstra algorithm uses to update the 
Beeet path" traffic routing tables. Accordingly, the 
research goals include a study of the sensitivity of per- 
formance with respect to various parameters used in 
Saleulating the distance function. 

3. scope 

em cmoumposslDlowempractacal tomsimulate all of 
the time slot assignment schemes that were developed during 
the preliminary stages of research for this thesis. Time 
constraints and the amount of work required to write a 
Simulation program demanded that we study only one or, at 


most, two slot assignment algorithms. We decided to 
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concentrate our efforts on two schemes that intuitively 
scemed to offer the greatest possibie performance in a hypothe- 
tical military packet radio network. Both schemes were 
Simulated on a small, richly connected packet radio network 
with static best path routing. One of the slot assignment 
algorithms gave performance substantially better than the 
other algorithm. Since it was reasonable to assume that the 
better algorithm would also yield superior performance when 
the simulation program was modified to accommodate dynamic 
routing, the poorer performing scheme was discarded and will 
not be discussed further. The remainder of this thesis is 
based on the research conducted with the better algorithm. 
This narrowed the scope of the «hesis to one possible TDMA 
Slot assignment scheme which could %e thoroughly investigated 
in the available time. 

It was necessary throughout the course of our studies 
occasionally to make assumptions concerning the design and 
operation of the hypothetical network which was being modeled. 
All of these assumptions (discussed in section III) somewhat 
limited the scope of the thesis. Assumptions, when required, 
were made after careful consideration of state of the art 
capabilities. The hypothetical network design and operating 
Characteristics were developed based on what we believe are 
reasonable assumptions and opinions of how a military tactical 


packet radio network might someday operate. 
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Il. PACKET RADIO NETWORK CONCEPTS 
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A. TERMINOLOGY AND DEFINITIONS 

Packet radio has a vocabulary all its own. Some of the 
terms come from the branch of mathematics known as Graph 
Theory while the cther terms are unique to communications or 
have no specific source. Before proceeding further it is 
necessary to provide the reader with definitions or explana- 
tions of some of the more frequently used terms found in the 
packet-switching literature and later portions of this 
report. Defined below are some of the terms essential for 
the discussion of basic network concepts. Other terms will 
be defined as required. 

Pee packet" is a unit of digital data of some fixed or 
variable number of bits. The packet radio network discussed 
herein utilizes fixed192 bit packets; however it is possible 
to operate a network with variable length packets. Each 
packet usually contains a "header" which holds all of the 
routing and control information necessary to route the packet 
to its intended destination. A message is usually composed 
of many packets. The outgoing message is processed within 
imiemlecal (Originating) packet radio or switch to divide the 
message into packets. The packets are then sequentially 


meansmitted over the communications channel. 
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"Packet-switching" is the communications technique which 
Connotes that there is individual packet processing at each 
packet radio or switch in the network in such a way that the 
packet's route through the network may be cetermined dynam- 
ically. In packet-switching each packet is transmitted from 
node to node across the network from the originator to the 
destination. As mentioned earlier, each péecket switch may 
provide service to one or more local subseribers in addition 
Gemmelaying through traffic. 

A packet radio or switch is commonly célled a "node", and 
the communications path between any pair of adjacent nodes is 
Called a "link". The links in a network mey be radio paths, 
wire trunks, or perhaps some combinaticn of both of these. The 
network then is composed of nodes and links. As a brief 
aside, note that links may be unidirectional or bidirectional. 
Unidirectional links may be viewed as one-way streets or 
directed line segments while bidirectional links are analogous 
to two-way streets. Only bidirectional links were permitted 
in our hypothetical network because the time slot assignment 
algorithm required simplex communicaticns between each pair of 
linked nodes in order to coordinate the assignment of time 
& lense 

Each node in the network maintains one or more links with 


other network nodes called "neighbors". It 1s desirable for 


each node to claim more than one neighbor. This enhances 
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network connectivity, flexibility, capacity and overall 
reliability. It is not clear how many neighbors each node 
should try to claim or how many neighbors are sufficient 
Peeedarantee a measure of network robustness; it depends 

on such variables as the traffic load, equipment and path 
Memrtbility, link capacity, terrain and radiated power con- 
straints, whether the packet routing is dynamic or static, 
etc. There must be seme practical bound on the number of 
neighbors a node would need or be able to claim. This is 
particularly true of our packet radio network implementation 
which required the assignment of a finite amount of equip- 
ment resources within each packet radio for each link to a 
neighbor. Hobbs work [Ref. 5] indicates that five or six 
neighbors per node produces attractive networks in typical 
Situations. 

A "weight" may be thought of as a cost. "Distance" and 
"channel value" are synonyms for weight frequently encountered 
in the literature. In our network we assign a "link weight" 
to each link. The link weight is a function of the link 
attenuation and therefore the energy per bit required to 
establish communications over the link. The low attenuation 
links are more desirable and are assigned a correspondingly 
lower weight than the less desirable higher attenuation links. 
We also assign a "node weight" which is a function of 


congestion present at the nodes on a link. The node weight 
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increases as one or both of the nodes on a Link Decome more 
Bemeested. The calculation of node and link weights is 
discussed in detail in section IV. 

When a packet is transmitted over a jJink it is said to 
have made one "hop". A packet may traverse a single hop 
fammdetapie=hop path from an originator to an intended 
addressee depending on network connectivity and =he proximity 
of the two communicating nodes. The link weight is used by 
the routing algorithm to determine what is refervped to as the 
"best path" between any pair of nodes in the network. We 
peek tO direct packet messages over the path that presents 
Piemteast total cost. Link and node weight zrunctions may be 
constructed that cause link and node weights to de calcu- 
lated in such a way that the best paths are actually the 
least-hop or least-energy paths. It is also possible to 
design the weighting functions and perform tne distance 
calculations to permit best path assignments based ona 
combination of least-hop and least-energy path considerations. 

Time division multiple access (TDMA) is a signalling 
method by which two or more separate and distinct information 
bearing signals are transmitted over the same channel by 
allocating different time intervals for the transmission of 
each signal. TDMA permits all nodes in the network to share 
a common channel by transmitting signals that are separated 
in time. Our network used TDMA. Time was divided into time 


Mmerames’, The frames had a fixed time duration. Each frame 
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was then divided into a number of uniform fixed length time 
melots”. Each slot could then be assigned to carry one packet. 

Frequency division multiple access (FDMA) is a signalling 
method by which two or more separate and distinct information 
bearing signals may be simultaneously transmitted over the 
Same communications path by sending each signal over a 
different carrier frequency. The possible implementation of 
@a mil:itary packet radio network using FDMA was considered 
during the early stages of our research but was discarded 
because an FDMA network appeared to require a larger number 
of moire complex receiver-transmitters than an equivalent 
TDMA implementation. Additionally, we decided early-on to 
‘ise a spread spectrum technique to provide the packet radio 
trans:inissions the antijamming (AJ) and low probability of 
intercept (LPI) that spread spectrum communications offer. 
Althoigh it seemed possible to devise a frequency hopping 
spread spectrum FDMA scheme, before such a scheme could be 
effectively implemented we would have to solve the same time 
synchronization problem which was the only major drawback to 
a direct sequence spread spectrum TDMA implementation. The 
time synchronization problem is addressed in paragraph D 
below, and once this problem was solved TDMA became the 
operating method of choice. 

Code division multiple access (CDMA) is a digital 
communications technique that permits several separate and 


distinct signals to be transmitted and unambiguously received 
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over one broad-band channel at the same time. Each node in 
the network has assigned to it a unique pseudonoise (PN) code 
that may be thought of as specifying the node's adaress. 

The PN code is modulated by the outgoing binary data. ‘DMA 
is used in our proposed packet radio network because of the 
"Selective addressing" capability it offers and hecause the 
CDMA technique is easily implemented in a spread spectr im 


Sommuni cations network. 


Be OPREAD SPECTRUM COMMUNICATIONS 

Spread Spectrum is a communications technique that 
involves expanding the bandwidth of the information bearing 
Signal. The expanded (spread spectrum) signal is tien 
transmitted over a much wider range of the freauency sp2ctrum 
than a more conventional signal with a transmitted sandwidth 
approximately equal to the bandwidth of the information. The, 
desired signal is recovered by remapping the received sosread 
Spectrum signai into the original information bandwidth. 

In a spread spectrum communications system the bandwidth 
of the data signal may be increased by cne of three possible 
methods known as time hopping spread spectrum (THSS), fre- 
quency hopping spread spectrum (FHSS), or by a technique 
known as direct sequence spread spectrum (DSSS). It is also 
possible to design a hybrid spread spectrum communications 
system that employs two of these methods simultaneously. All 


Semehis is discussed fully in Reference 10, and since our 
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mepothetical network utilizes DSSS, the THSS and FHSS 
methods will not be discussed further. 

The CDMA technique is readily implemented in a DSSS 
communications system. The "DS" in DSSS stands for "direct 
sequence", which refers to the high rate (large bandwidth) 
binary code sequence that is modulated by the lower rate 
data stream to produce a very wideband signal suitable for 
Spread spec=rum communications. It is possible to find PN 
code sequences with a low enough crosscorrelation so that 
CDMA communications are possible and the mutual interference 
igs acceptable. One class of PN sequences can be easily 
generated by a programmable or a permanently wired feedback 
shift register (FSR). The modulated wideband signal is 
obtained by modulo two addition of the PN code and the out- 
going data signal [Ref. 16: p. 5]. All of the packets 
transmitted by a node, whether locally generated or relay 
traffic, are modulo two added to the node's PN code sequence 
to produce the wideband signal that 1s then transmitted. 

The received wideband signal must be processed at the 
receiving node to recover the baseband data which is then 
eather delivered to a local subscriber or, in the case of 
relay traffic, used to modulate this node's PN sequence toc 
produce a new wideband signal that is retransmitted on the 
link to the next node along the best path to the addressee. 
The received signal is applied to a bank of some type of 


correlation devices which reduce the signal to its baseband 
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form. The correlators may be surface acoustic wave (SAW) 
devices, programmable matched filters (MF), or programmable 
charge-coupled devices (CCD). In any event, each noce must 
have one correlator set up and dedicated for use in receiving 
Signals from each of its neighbors. 

In addition to the multiple access and selective 
addressing capabilities Aeacaks discussed, spread spectrum 
communications offer other advantages that are valuabie ina 
military communications system. Earlier we alluded to the 
antijamming (AJ) and low probability of intercept (LPI) 
properties of spread spectrum systems. The wideband signal 
spectra produced ina DSSS system preferrably has its signal 
power spread uniformly across a wide band of frequencies. 
Therefore, the transmitted signal power density over any 
small range of frequency can be made quite small, perhaps 
10 dB to 30 dB below the level of the background noise. 

Thus a spread spectrum signal may be buried in the background 
noise where it is not detectable with a conventional receiver. 
Today our military codes and cryptographic devices and 
their associated keying material are controiled and distributed 
meem the National Security Agency (NSA) through the Classified 

Material System (CMS) of the Department of Defense (DOD), 

If a number of PN codes with suitable crosscorrelation proper- 
ties could be generated and then distributed through the CMS, 
and if the codes were changed frequently and properly 


protected by the local holders of the codes, then a military 
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DSSS packet radio network might not require additional 
eryptographic protection because the modulated PN bit stream 
exhibits tne pseudorandom characteristic produced by any 
Meeod Cryptographic system. If additional cryptographic 
protection were required, then the data could be encrypted 
before being used to modulate the PN sequence to produce a 
cryptographically asses sldoand Signal for transmission. 
In this case a relaying node would receive and correlate the 
incoming wideband packet to collapse this incoming signal 

to an encrypted baseband signal. The encrypted baseband 
Signal would «then have to be processed by a cryptographic 
device comnected to (or resident within) the packet radio 

to produce the plain-text baseband information packet. The 
node could tnen read the packet header and, seeing that the 
packet is destined for some other node, the relaying node 
meedere—encrypt the packet and use the resulting data 
stream to modulate its own PN sequence to produce the spread 
Spectrum signal it would then transmit to its best path 
neighbor on the link to the intended destination. 

It might be desirable to leave the packet header 
unencrypted. Then a node would obtain a plain-text header 
feneadaress information directly from the correlator. The 
node would then decrypt the remainder of the packets that 
were addressed to it, or would re-modulate and retransmit the 
packets addressed to other nodes without first decrypting and 


then re-encrypting. 
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Mr this thesis we do not study if or how a military packet 
radio network would be made secure by cryptographic devices. 
The methods proposed above are involved and admittedly 
equipment intensive; however, even if devices such as these 
are not today physically realizable, in the author's opinien 
it should be possible to build this type of cryptographic 
equipment by the time a military packet radio network is ready 


ieee fielded. 


fev URTUAL CIRCUITS 

Person-to-person digital voice communications require the 
nearly continuous use of a low-bandwidth channel, whereas 
the more bursty computer-to-computer traffic generally needs 
intermittent use of a high-bandwidth channel. A packet radio 
switch can reserve and release channel capacity as needed to 
satisfy these communications requirements. Our network was 
designed to accommodate both voice and data communications; 
however, the method by which each of these 1s handled is 
different. 

Interactive voice communications must be processed ona 
real-time basis to be useful, whereas data communications are 
Biecely one-way and may be reassembled and stored at the 
receiving terminal for later review. End-to-end delays of 
more than 0.1 seconds in voice traffic start to become 
noticeable and should be avoided, while delays in data 


communications are more tolerable as long as all of the data 
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packets are eventually received by the addressee and can be 
properly reassembled to recreate the original message. Data 
packets may be received in any order but voice packets must 
be received in the order in which they are transmitted and 
with relatively uniform delay to be useful. Note also that 
bit errors and lost packets are intolerable in data communi- 
cations and therefore the use of error detection and 
correction codes is usualy required. However the occasional 
Occurrence of a bit error or lost packet may not seriously 
degrade the perforinance of packet-switched voice communica- 
tions because the human ear will detect the error and the 
listener will interpoiate and understand what is being said 
[Ref. 11]. Under these considerations it is reasonable to 
use "virtual circuits" to carry voice communications and to 
use the "store-and-forward" technique for the transmission 
of data packets. 

In our packet radio network a virtual circuit is con- 
structed for each voice communications requirement at the time 
that demand is placed on the network. Each virtual circuit 
Memscists Of a pair ‘cne for transmitting and one for 
receiving) of time slots on each link along the best path from 
the calling to the called party. The slots associated with 
each virtual circuit are then reserved or temporarily assigned 
for the duration of the conversation. Kuo [Ref. 12: p. 140] 
Pemmcs out that the use of "a virtual circuit approach, in 


which routes are selected on a session-by-session basis 
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(depending on link utilization and topological connectivity 
criteria)" is one method to maintain packet sequencing. 

Virtual circuits have another advantage in that once 
established, the succeeding packets do not require a complete 
packet header because the nodes along the best path have 
recorded their slot assignments in routing and slot assign- 
ment tables and therefore "know" that, in the case of a 
relaying node, packets incoming form the originator-side in 
a certain slot should automatically be retransmitted a few 
milliseconds later to the best path neighbor in a specific 
slot that was reserved when the virtual circuit was 
established. The relaying node does the same thing for the 
packets in the other half of the conversation, i.e. the 
voice packets from the called to the calling party. 
Additionally, if we use a separate buffer or queue to 
temporarily store the voice and data packets as they await 
retransmission at relay nodes, then the voice packet queue 
may be very small because, according to our algorithm, a 
voice packet would never have to wait for more than 1 frame 
plus 1 slot duration before being retransmitted. However, 
the data packet queue would normally be much larger in order 
to hold the many data packets that could accumulate at a 
node that is becoming congested. 

The algorithm that was developed to simulate the 
Construction of virtual circuits is presented in section III; 


however some comments concerning how requirements for voice 
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communications would be placed on the proposed packet radio 
network are in order here. It is envisioned that a virtual 
yoice circuit in a packet radic network could be constructed 
in much the same way that. typical telephone (circuit-switched) 
communications are established today. A caller would use a 
combination handset and keypad to "dial" the party with whom 
voice communications sre cosa It seems likely that a 
tactical packet radio. network should be able to interface 
with the tactical telephone system to provide trunking on an 
as required basis, and thus provide telephone subscribers 
with the capability to direct-cial any other telephone 
subscriber in the integrated wire and packet radio network. 
The speaker's voice would be digitized within the handset and 
then packetized within the locel packet radio. In any event, 
after the calling party identifies the called party the 
packet radios automatically attempt to build the virtual 
circuit along the best path according to the routing and slot 
assignment protocols. The caller is then provided with and 
em@aao and/or visual “busy” or "ring" signal. The busy signal 
might indicate that the called party was already engaged in 
conversation with someone else or that a link along the best 
path could not accommodate the assignment of a pair of mutually 
available time slots. The calling party would then re-dial 
the call at some later time. 

Once the virtual circuit is established, either party may 


Signal the end of the circuit requirement, 1.e. "hang up", 
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by pressing or releasing a key on the handset or by returning 
a telephone handset to its cradle. The packet radios then 
automatically break down the virtual circuit from the party 
who first hung up to the other party. The time required to 
Geald or break down a virtual circuit depends, in part, on the 
slot assignment protocol that is used; however, it seems 
reasonable to expect that even multiple-hop circuits can be 
Dualit or rebuffed as busy in much less than 1 second. 
Established circuits can be broken down very easily because 
the slots are already assigned and available to carry an end 
of message (EOM) indicator. 

mayour metwork the volce communications circuits take 
precedence over data communications requirements because cf 
the requirement that voice communication be real-time. Data 
packets are passed one link at a time as slots and channel 
Capacity are available. The data packets are examined for 
errors as they are received at each node. The reception of a 
correct data packet may be acknowledged to the neighbor node 
that sent the packet. Similarly, a node may request 
Beeransmission of a data packet with detected errors. Once 
Smeerrect packet is received, it is placed in a data queue to 
await transmission to the next node along the best path to 
the addressee. This is known as "store-and-forward" opera- 
tion. So the data packets may be thought of as filler traffic 
that 1s transmitted between voice virtual circuits. The 
virtual circuits are always built when the required slots are 
available. 
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iments interesting to note that studies have shown [Ref. 13] 
that the average speaker in a two party conversation is only 
actively vocalizing approximately 40 percent of the time. 
epeaccrs talk in "talkspurts"™ of activity separated by pauses 
to breathe and listen. It may therefore be possible to send 
data packets between the. talkspurts of a conversation. A 
technique such as this called Time Assignment Speech Inter- 
polation (TASI) has been used since 1960 to nearly double the 
usefulness of expensive deep sea telephone cable systems. 


Meer. 14) 


D. NETWORK TIMING AND SYNCHRONIZATION 
ime Overview 

Our packet radio network 1s designed to operate 
synchronously. Synchronous operation here means that all 
nodes in the network use frames that are synchronous in time. 
The time duration of any frame (cr slot) 1s the same 
everywhere in the network thus eliminating the need for more 
Capable "gateway" nodes to link sub-networks employing 
different frame/slot structures and timing. 

Our network is homogeneous. All nodes are equally 
meaeeele. In military parlance it could be said that the 
packet radios are standardized, interoperable and easily 
interchangeable. These are all desirable qualities of a 
military communications system because they lead to enhanced 


System flexibility and reliability, and serve to reduce the 
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obvious vulnerability of a network which employs a few highly 
sophisticated nodes, the destruction of which would seriously 
degrade network performance. 

Although it is possible to simulate our slot assign- 
ment algorithm in a network where, at any instant, two 
interconnected nodes may be at the start of different slots, 
the requirement that all the nodes be effectively synchronized 
With respect to time slots is, in our network, absolute. Our 
additional requirement that the frames be synchronized is not 
unrealistic. It certainly makes the computer simulation 
program easier to write and also allows network operation and 
program execution to be much more easily traced. 

We now consider whether it is technically possible to 
synchronize the proposed network in such a way that all 
neighboring nodes in the network start the same numbered slot 
of a frame at very nearly the same time. The analysis below 
is a reasonable first approximation concerning the timing 
requirements of our network. The analysis is laced with key 
assumptions of how a military integrated voice and data 
packet radio network might operate. 

2. Analysis 

The first matter to be settled is the selection of an 
operating frequency. Kane [Ref. 4] suggested that a military 
packet radio network should be operated as two sub-networks 
With different operating frequencies. He proposed that most 


of the packet radios operate at 300 MHz to permit greater 





hetwork connectivity. Kane also recommended that a "back- 
bone” sub-network operating at 1.5 GHz be superimposed on the 
300 MHz network to provide greater bandwidth and correspond- 
ingly greater message carrying capability. This system would 
require some type of interface equipment between the two 
sub-networks. Additionally, the 1.5 GHz radios needed line- 
of-sight (LOS) paths nearly free of vegetation because of the 
highly directional and poor foliage penetration properties of 
Signals at this frequency. On the battlefield this require- 
ment means that the backbone terminals would usually be sited 
on high ground relatively free of cover where they could be 
vulnerable to enemy observation. Therefore. we decided that 
Our network would operate as if its frequency were about 

300 MHz where LOS paths were less critical and adequate 
connectivity had been demonstrated by ene. 

The analysis that follows is based cn the assumption 
that our network utilizes delta meduiation (DM). Readers 
unfamiliar with DM may wish to consult Reference 15, pp. 539- 
546 or Reference 16, pp. 498-506. DM is used extensively 
Mmlititary Communications equipment being ceveloped by the 
Memae Tactical Communications Office under the TRI-TAC program. 

Delta modulated voice communications are typically 
sampled at 16 kilobits per second (16 kbps). If the voice 
circuits are operated as "virtual circuits", and if we allow 


only one slot per frame to be assigned for the transmission 
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er reception of a particular voice circuit, then for a system 
with 12 uniform slots per frame the duty cycle for any single 


Smecuit is 
Peay Cycle = 1/12 = 0.0833 


[f we assume that each time slot has a duration of 1 
millisecond then each twelve slot frame is 12 milliseconds 
on? . 

Each yirtual circuit must pass traffic at an overall 
fate of 16 kbps, and since the duty cycle is 0.0833, this 
implies that the information in each voice virtual circuit 
must be compressed by a factor of twelve. Therefore, in 
our twelve slot per frame scheme, the information in each 


Meoeemust be passed at a rate of, 
Meoekpbs)/(0.0833) = (16 kbps)(12) = 192 kbps 


Thus the bandwidth b of the compressed (lowpass) signal which 


will be used to modulate the PN code sequence is, 
b = 192 kbps = 192 kHz 


Since each slot is 1 millisecond long, each assigned 


Pewee much carry, 
moe kbps) (1 ms)}= 192 bits 


of the compressed information. 
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Assuming that our network operates spread spectrum at 
peeeencer frequency of approximately 300 MHz, then as a rule of 
thumb we could reasonably expect to spread our signal over a 
mero trequency (RF) bandwidth W equal to about one half of 


See tenth of the operating center frequency. ‘Thus 
W = (300 MHz)/(2)(10) = 15 MHz 


Mimerctore the PN sequence rate is 15 Mbps and the post 
detection processing gain (PG) of the spread spdect:cum signal 


is approximately 
Meme w/b = (15 MHz)/(192 kHz) = 78.125 = 16.9 dB 


In spread spectrum terminology the birs in the high 
rate PN sequence are called "chips", and as discussed earlier, 
the chip sequence is modulated by the data to produce the 
spread signal. The chip rate is the same as the bandwidth W 
of the spread signal. The number of chips L ver modulating 


@ica bit is also given by 
eee = (15 MA2)/(19?2 kHz) = 78.1225 enips/bit 


In any actual spread spectrum implementation we would require 
a whole number of chips per bit. Therefore we would round off 
Mmemresult of this calculation to 78 chips per data bit, which 
would change slightly the bandwidths and PG calculated above. 
In other words, we would select some integral number of chips 
per bit that would yield the desired spread spectrum bandwidth 


and PG. 
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In a military packet radio network we would want to 
use the most compact and inexpensive oscillator that would 
satisfy our timing requirements. In our proposed packet 
radio network we seek to synchronize the timing signal 
derived from the local oscillator to within 0.1 chip of the 
received chip stream in order to properly correlate the 
received signal. That ie the incoming chip stream must be 
synehrenized in time with the locally generated reference 
PN sequence that is used to remove the effects of spreading 
(i.e. correlate) and reduce the received signal to its 
compressed baseband equivalent. 

Oscillator performance is measured in terms of an 
oscillator's short-term and long-term stability characteris- 
Mees, chort-term stability refers to the oscillator's 
ability to "beat" regularly over a brief period (perhaps l 
second) of time while long-term stability is a measure of 
escilletor accuracy measured over a much longer period 
‘usually hours or days). 

liecday the oscillators or frequency Sstendards 
available commercially fall into two general categories: 
Siiamtz devices and atomic frequency standards. The frequency 
Beoauced by a quartz oscillator is the result of yibrations 
Mebeamating in the piezoelectric nature of the quartz crystal 
Meseit. The frequency of an atomic standard is derived from 


the energy transition between atomic states that is an 
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intrinsic characteristic of the atom involved. Some typical 
values for oscillator and frequency standard stability are 
given in References 17 and 18. 

Atomic frequency standards have very good long-term 
Beaprlity and slightly poorer short-term stability. In 
contrast, quartz oscillators have very good short-term 
stability but drift in frequency over the long-term. In 
/Mieener contrast, the operating frequencies cf quarts oscil- 
lators range in value from 0.1 to 100 MHz while the atomic 
Standards resonate at much higher frequencies in the range of 
6.8 to 9.2 GHz, and quartz oscillators are generally smaller, 
lighter, require less power to operate, and cost much less 
than atomic frequency standards [Ref. 17]. Therefcre we 
would prefer to use erystal oscillators if auoall “pessiiwdle. 

We must now decide what degree of stability is 
required for the oscillators in our network. Once this is 
decided we will be in a position to determine whetrer or not 
our proposed network is physically and economically realizable. 

If we let the oscillator frequency be ten times the 


chip rate then, 
Seeillator Frequency = (10)(15 MHz) = 150 MHz 


The careful reader will note that we said crystal oscillators 
have a frequency limit of 100 MHz. However, recent develop- 


ments in crystal oscillator technology have extended the 
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operating range to 300 MHz for "standard type" and up to 1 GHz 
fem custom-designed type" oscillators [Ref. 18]. 


ich si one OF Our 12 me trames there will be 


(ote iiz) COR012 sec) 


ey Bok Lo 


Oscillations per Frame 


Reese Ot OUY oscillator in each frame. If we were able to 
resynchronize our oscillator once each frame, then we would 


pequire an oscillator with a short-term stability of about 


Short-Term Stability = 1/(1.8 x 10°) = 5.56 x 107! 


or, seid another way, a stability of about six beats in every 
‘ _ : : : : 
1x iQ beats of the oscillator. Direct extension of this 
result leads to the development of the information applicable 
to our network presented in Table I. 

Typical erystal oscillators have short-term stability 
Seo morrt 1.5 x 10 over 0.01 seconds and 1 x 10 over 
100 secends with long-term stabilities on the order of 


0) 


Sx 10 over a twenty-four hour period [Ref. 17]. The new 


Beeancard type” quartz oscillators offer even better short- 


=10 ce Le 19712 over 1 second 


Mempme stabilities of 1 x 10 
meer. 18]. 

Tt appears as though our network would require 
occasional global resynchronization with a master clock. We 


would prefer to perform this global resynchronization as 


infrequently as possible to keep the network management and 


us 





overhead traffic at a minimum. The method by which giobal 


resynchronization can best be accomplished has not been 


studied as a part of this thesis. However, it seems 


reasonable to perform this function during and in 


conjunction with the best path update cycles. 


TABLE I Short-Term Stability Requirements 


Beeynchronization Resynchronization Short-Term 


Period on ovate Spee. eilabiey UN eveh lalate 
0.012 sec Once per frame 55 sy oe B10 : 

wee 20 sec Once per 10 frames 5) Olea Lae 
1.200 sec Once per 100 frames SU Se ale a 
12.00 sec Once per 1000 frames So se “mam 
120.0 sec Once per 10000 frames 5, Gis aes) 


Wetlizing a conservative crystal oscillator short- 
-10 


term stability estimate of 1 x 10 


Table I we 
once every 
Studied in 


reasonable 


and interpolating fron. 
see that resynchronization is only required about 


six seconds. This is close to the update periods 


lames OoeCElOns Gr thismenescic.  2huws 2.5 it 


to conciude that timing and synchronization should 


be achievable in our proposed network with crystal oscillators. 
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eee ea OO o8D SeDMAT TIME SLOT 
ASSIGNMENT ALGORITHM 
A. ASSUMPTIGNS 

As our hypothetical network model was developed and 
refined, it was necessary to make several key assumptions 
concerning the way in which a military packet radio network 
might someday operate. The most important assumptions are 
discussed in whe following pDaragraphs. 

The modeled network is shown in Figure 1. In designing 
our test network we sought to devise a network that was simple 
to implement and large enough to generate the dynamic con- 
ditions that might be encountered in an actual packet radio 
network. The test network contains thirteen nodes and 
thirty links, end can be called "richly connected". The 
network connectivity was assumed to be static. No nodes were 
permitted to. j>in cr leave the network and all of the links 
were assumed to remain intact for the duration of the 
Simulation. Tre nedes were assumed to be located approxi- 
mately 3 kilometers to 6 kilometers apart. Therefore 
propatation delays would be on the order of 10 to 20 
microseconds and were regarded as neligible. 


The results of the analysis presented earlier in this 


Meport allowed us to assume that timing and synchronization 
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Figure 1 Test Network 


could be achieved in our network. Additionally, we assumed 
that the neise and interference characteristics of the 
Channel were such that intelligible voice communications 
could always be effected (subject, of course, to link, node, 
and slot availability). 

Qur network was presumed to be heterogeneous, that is, 
Capable of accommodating both real-time voice messages and 
data traffic. Bond's work [Ref. 3: pp. 24-46] included an 
analysis of voice and data traffic requirements based on 


istorical data of a Marine Amphibious Force (MAF) deployed 
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in Vietnam. He used tnis data and the information contained 
mea recent Marine Coros Tactical Systems Support Activity 
MaetsoA) study LRef. 19] t> conclude that, in the future, 
voice radio communications within a MAB will be "the major 
contributor to network loading". Since we decided to use 
wereueal circuits for voice messages and the store-and-forward 
technique for data packets, and since we assumed that the 
volume of voice traffic would greatly exceed the total amount 
of data traffic, it was decided to restrict our simulation to 
pemevane only the effects >f using virtual circuits. There- 
fore, the simulated flow of data packets was omitted from 

our study. If we consider that data packets can be buffered 
in queues within the nodes and sent when channel capacity is 
available (either between virtual circuit requirements and/or 
in the interstices between talkspurts of an established 
virtual circuit), then it 1s reasonable to assume that our 
network could alse easily process a relatively light load of 
data packets. 

All links were sssumed to be bidirectional and both halves 
of a conversation were carried by the same link or series of 
irks . 

Hobbs work [Ref. 5: pp. 20-24] included a study of the 
link equations for a prototype tactical packet radio network 
laid out in central Europe. His networks have characteristics 
and features that are similar to the network we developed. 


Hobbs concluded that for a typical network, with the packet 
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memos ULElI Zing omnidirectional antennas, it is possible to 
establish a communications network with enough alternate 
routes to provide reliable operation using links whose less 
(i.e. attenuation) does not exceed approximately 141 dB. 
Hobbs also found that the best path in his network layout 
had an attenuation of 81 dB. Thus it is reasonable to model 
our network with link losses that range in value from 
approximately 81 dB to 141 dB. We assigned a randomly 
selected attenuation in this range to each of the thirty 
links in our network. These link attenuations are contained 
in Appendix A. 

We now postulate several basic operating rules for our 
packet radio network. First, a node may either transmit or 
receive ina slot but may not do both simultaneously, because 
when a node transmits, the transmitted signal effectively 
Jams any signal that the node is attempting to receive. We 
also assumedthat each node was"listening" for inter-nodal 
service messages in any slot in which it was not transmitting. 
Second, since CDMA operation was assumed, all nodes could 
receive packets from more than one neighbor simultaneously. 
HOW Many packets could be received at once, i.e. the "depth" 
to which the nodes could "stack" the receive signals, was a 
program input parameter. 

Finally, in order to make the simulation more manageable, 
we assumed all of the nodes in the network had instantaneous 


and global knowledge of all link and node weights whenever 
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a best path update was performed. This is an admitted 
Meeiticiality, because in any actual packet radio network 
that utilizes dynamic routing there would have to be some 
type of update or network management protocol in speration 
to modify weights and generate and process uvdate messages. 
It was beyond the scope of this thesis to dévise or test 
an update scheme. 

It 1s worth noting, however, that the AFPANET, a packet 
network designed and managed by the Defense Advanced Research 
Projects Agency (DARPA) of the DOD, utilizes a dynamic 
routing update protocol that has produced very good results 
Meee, 20: pp. 226-231]. The topic of passing routing 
information in a distributed packet radio network is a 


subject of current research. 


Pee iHeE DIJKSTRA SHORTEST PATH ALGORITEM 

Determination of the "shortest path" between any pair of 
nodes in a weighted graph is a classic probiem that has been 
studied by mathematicians and graph theorists. As previously 
Mentioned, this problem is directly applicable tc 
communications networks. 

Many algorithms have been developed to find the minimum 
weight path connecting a pair of specified nodes. The 
Bibliography of this report lists several textbooks that 


discuss the most popular shortest path algorithms. 
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The algorithms are usually very easy to implement on a 
computer. However, depending on the size, connectivity, and 
traffic flow constraints of the network, some of the algorithms 
may require very long computer execution times. Therefore 
severa.. "heuristic" algorithms have also been developed. 
These algorithms generally provide sub-optimum solutions with 
much less computational effort. 

Research by Gallager [Ref. 21] has proven that the paths 
in a m:znimum distance (optimum) solution, for a network with 
link weights greater than zero, ae loop free. Although any 
optimum solution must be loop free, not every loop free 
solution is optimum. Therefore we sought an algorithm that 
was computationally easy and that would yield an optimum 
fetireon, thus providing efficient operation and loop free 
peth assignments. 

We selected an algorithm first described by Dijkstra 
(Ref. 22] for implementation on our network. The Dijkstra 
aizorithm is basically a "tree growing" procedure wherein we 
Su>stitute links, as required, into paths from every node to 
every other node on successive iterations of the algorithm. 
Fach node must know the network topology and all of the link 
distances. The algorithm iterates until all of the minimum 
distance paths have been identified, that 1s, until we make 
a pass through the algorithm without making a change to the 
entries in the cumulative "distance" and "best path neighbor" 


Meuting tables. 
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If we let te represent the distance from node i to node 
4, then the actual operation of Dijkstra aigorithm can be 


Mmremibed as the successive calculation of 


— = 1 nee 1 2 + : 
ds mind, or ms, d,5)1 


for each pair of nodes in the network. 

The actual operation of the Dijkstra algorithm is best 
explained by example. Given the small network and initial 
distance and best path neighbor routing table in Figure 2, 
we shall demonstrate how the Dijkstra algorithm can be used 
to obtain the best path neighbor assignments. Nodes may be 
numbered or lettered. Here they are lettered to avcid 
Menmtusion with the link distances. 

The network of Figure 2 has five nodes lettered A tt.rough 
E and seven bidirectional links. The number beside each link 
represents the "distance" of that link. As discussed earlier, 
the link distance is not necessarily the physical distance 
Detween the nodes but rather is any positive number 
representing the cost of using that link. Although the 
algorithm may be used to find the minimum distance paths in 
networks with unidirectional, bidirectional, or a combination 
Of unidirectional and bidirectional links having different 
Mink distances, we have for simplicity in our example assigned 
one distance for each link. That is to say, the distance 
between any pair of nodes on a direct link is the same in 


either direction. 
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Initiai Best Path Neighbor Initial Distance 





Bene 2) Dijkstra Algorithm Example 
Network and Associated Tables 


The initial best path neighbor and initial distance 
Matrices contain enly the neighbors and distances associated 
Maen the direct links. Note that the distance between nodes 
Sigat are not directly connected is initially set to ~, and 


that the best path neighborsfor these node pairs are 


unassigned. 
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Beginning with node A, observe that a direct link exists 
with node B and that the distance from node A to node B is 7. 
We shall follow the notation A/B/7 (used by Lengerich [Ref. 8]) 
as a convenient means of describing the path and its dis- 
tance. According to the algorithm, we next examine every 
other path from node A to node B to determine if a channel 
value less than 7 can be found. First consider the path 
A/C/3 + C/B/” which represents the two hop path A/C/B/-~ 
mem node A to node C and then from node C to node B. Since 
the path from node C to node B has not yet been determined, 
the weight of this two hop path is infinite. The A/C/B/~ 
path therefore is rejected and no changes are made to the 
best path or distance tables. Next the A/D/o + D/B/@ = 
A/D/B/»~ path is considered and subsequently rejected 
Meeause it also has an infinite distance. Finally the 


fyee7 + E/B/1 


A/E/B/5 path is examined and adopted as tne 
tentative new best path from node A to node B because the 

new resultant cumulative distance of 5 is less than the direct 
Dath distance of 7. The best path and distance tables must 
now be modified to reflect that node A's best path neighbor 

to node B is node E, and that the total path distance via 

mede —£ is 5. 

Next we look for cumulative distance paths from node A to 
node C which are lower than the direct link A/C/3. We 
consider the paths A/B/6 + B/C/» = A/B/C/m, A/D/» + D/C/4 = 
fee, and A/E/4 + E/C/6 = A/E/C/10 and reject all of these 


paths. 
She 





Next we seek a tentative best path from node A to node D. 
There is no direct link between these nodes so the A/D/@- path 
initially has an infinite distance. We consider the path 
A/B/6 + B/D/s» = A/E/D/» and reject this path because if its 
Mmermmcte total distance. The A/C/3 + C/D/4 = A/C/D/7 is next 
studied and adeptec. as the new tentative best path with the 
tables modified accordingly. Therefore we are now looking 
for a path with a cumulative distance less than 7. The next 
meen we consider, A/E/4 + E/D/1 = A/E/D/S5 with a cumulative 
distance of 5 is just such a path and is therefore adopted as 
the new best path from node A to node D, and the table entries 
for A to D are modified to show that node E is the best path 
neighbor and that ishe distance of this path is 5. 

The procedure outlined above 1s continued and at the end 
of the first pass through the tables the best path neighbors 


and distances are as shown in Figure 3. 


Best Path Neighbor Distance 





Figure 3 Dijkstra Algorithm Example Table 
Values After the First Pass 
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Since changes were made to the tables during the first 
pass, we must now make a second pass through the tables toa 
see if the changes made during the first path will permit 
still better path assignments. We make two changes during 
the second pass through the distance table, both associated 
Wath the path between nodes B and C. 

During the second pass there are no changes until we seek 
a path from node B to node C with a cumulative distance less 
than the value of 7 (via node E) obtained on the first pass. 
Mvespath B/D/2 + D/C/4 is really the path (B/E/1 + E/D/1) + 
my e744 = (B/E/D/2) + D/C/4 = B/E/D/C/6, which is a three hop 
path where the path shown in parentheses is a two hop path 
M@@entaitied during the first pass. The distance of 6 
corresponding to the newly identified three top path is less 
than the distance value 7 obtained earlier, so we modify the 
distance table accordingly. Note however that node B's best 
path neighbor assignment is still node EF. 

Later during the second pass we discover a similar change 
meine Dath from node C to node B. Considering the path 
mys + D/B/2, which is really the path C/D/4 + (D/E/1 # 
Meee) = C/D/4 + (D/E/B/2) = C/D/E/B/6 (where once again the 
path in parentheses is the two hop path identified during the 
Mirot pass), we obtain a lower three hop path distance of 
value 7. Now, however, we must modify both the best path 
neighbor and distance matrices because C's best path neighbor 


has changes from node E to node D. 
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There are no more changes during the second pass, and 
after the second pass the best path neighbor and distance 


tables are as shown ir. Figure 4, 


Drs tanec 





Figure 4 Dijxstra Algorithm Example Table 
Values After the Second Pass 


Since there wers changes during the second pass, a third 
pass through the tables is now required. We make no more 
changes during the third pass, so the algorithm terminates and 
we adopt as final the best path neighbor assignments contained 
in Figure 4, 

Each node now need only know which neighboring node is 
its best path neighbor to every other node. In our network 
implementation we continue to route each existing virtual 


Circuit to the best path neighbor (i.e. over the same path) 
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that existed when the virtual circuit was established. 
However any new virtual circuits and all data packet are now 
sent according to the updated best path neighbor assignments 
until such time as the Dijkstra algorithm is again invoked. 
Depending on the network topology, node mobility, and the 
function used to determine link distances, the shortest 
paths wili change over cee 

The routing information and assignments produced by the 
periodic execution of the Dijkstra algorithm as described 
above actually provides for puugsiectaric’ : rather than 
meaty “dynamic", routing Beee oy Daoach neighbor 
assignments are held constant between updates. The link 
distances may change several times between updates and 
therefore truly dynamic routing would require that an update 
be performed each time a link distance is changed, which is 
clearly impractical in a network with more than a few nedes 
or in any network where the traffic volume and flow changes 
rapidly. If the period of time between updates is relatively 
short (perhaps on the order of 1 to 5 seconds) with respect 
femeancticipated significant changes to the link distances, 
then it is reasonable to expect that quasi-static routing 
should perform nearly as well as truly dynamic routing. It 
Peon uncommon to find quasixstatic routing referred to as 


dynamic routing in the literature. 
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fee THE “PROPOSED TIME SLOT ASSIGNMENT ALGORITHM 
1. Design Goais 


We are now ready to discuss the time slot assignment 


aL 


algorithm we have develcped for a military packet radio 


network. Cur design abjectives are discussed briefly in the 
Next several paragraphs. 

We sought to devise a scheme that would use CDMA to 
allow two or more received signals to be "stacked" and 
Simultaneously recieved in one time slot, thereby conserving 
empty slots (and enannel capacity) and allowing greater 
throughput under conditions of heavy network loading. 

Additionally, we scught a slot assignment scheme 
which would distribute the transmit signals across all slots 
of a frame as uniformly as possible over the network as a 
whole. This should maintain the overall radiated energy of 


the network at a relatively constant level over any frame 


frames) and should also help to minimize 


ry 
} 


(or short series o 
the amount of mutual interference. 

The use of a dedicated "service slot" to carry net- 
work management and virtual circuit coordination traffic was 
Bemsidered initially but later rejected as an inefficient 
allocation of channel capacity. We decided to design the 
algorithm in such a manner that inter-nodal communications 
Goordination traffic is passed in any of the available slots. 

A desirabie algorithm should attempt to service all 


offered voice traffic, and the simulation program should take 
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into account and realistically model the delays encountered 
in an actual packet radio network. Although propagation 
delays were considered to be negligible, other time delays 
such as the time to process a packet and the time a processed 
packet must wait until being retransmitted were modeled in 
the simulation program. 

Finally, we desired a slot selection algorithm that 
was easy to implement and compatible with the Dijkstra dynamic 
routing algorithm. This was not a problem. Our proposed 
time slot assignment algorithm should work well with any 
dynamic routing scheme and will detect looping and 
Dacktracking caused by changes to the best path neighbor 
Sestenments during the construction of virtual circuits. 

eee ne Algorithm Explained 

The basic premise of our time slot assignment 
algorithm is that the nodes should seek to conserve their 
unassigned slots by stacking the received signals whenever 
Bees iPic to some maximum depth in aminimum of slots. The 
stacking depth is a simulation program input parameter, 
however we require that all nodes always be able to receive 
onesignal more than the assigned stacking depth. This 
requirement is necessitated by the fact that we have assumed 
that a node may always receive a communications coordination 
message from a neighbor in any slot in which it is not 


already transmitting. 
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Since every node is "listening" to its neighbors in 
any slot in which it is not already transmitting, a node may 
know a lot about its neighboring nodes! transmit slot 
assignments. It will not, however, kncow which slot or slots 
a neighbor is already using to receive. Therefore our 
algorithm uses brief single packet messages to coordinate 
assignment of the time slots. We let the node that is being 
called select and assign the slot in which it will receive 
a virtual circuit. A node makes a recéive slot assignment 
based on the information in the calling node's coordination 
message and a knowledge of its present slot assignments. The 
requirement for neighbor nodes to exchenge communications 
coordination messages is the reasar. for our earlier 
requirement that all links be bidirectional. 

As with the Dijkstra algorithm already discussed, it 
is easiest to explain our time slct assignment algorithm with 


an example. We assume that our network 1S composed of five 


humbered nodes with the best path neighbor information and 


Vy 


slot assignments as shown in Figure 5. Note that this 
SeamoLe network uses four sicts per frame rather than the 
twelve slots per frame scheme which was actually studied. 
However, four slots per frame is sufficient to demonstrate 
the operation of the algorithm. 

We shall assume that the best path neighbor assignments 
will remain as shown in Figure 5 for the duration of the 


Simulation and that we seek to stack the receive signals 
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Figure 5 
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Slot Assignment Tables 
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Time Slot Assignment Algorithm: Example 
Network and Associated Information 
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three deep (i.e. receive up tc three signals simultaneously) 
when possible. We have adopted the notation T-3 and R-3 

to signify that a slot is used to transmit to ace ser tO 
receive from node 3 respectively. 

Before we start our example we se2 from the Time Slot 
Assignment: Tables in Figure 5 that there is already a single 
hop virtual circuit established and actively carrying voice 
traffic between nodes 2 and 5. Node 2 is transmitting to node 
meme slot 4 and receiving from node 5 in slot 2. Similarly, 
Meee s tS transmitting to node 2 in slot 2 and receiving 
from node 2 in slot 4. 

We now begin the example by assuming that we are late 
in slot 1 when a caller at node 1 dieis or scmehow identifies 
a requirement to speak with someone at nede :. The packet 
Peadio that is node 1 recognizes the requirement for a virtual 
circuit and consults its best path neighbor table. Node 1 
finds that its best path neighbor for all trerfie destined 
meormemode 3 is node 5, and prepares an “initial request for 
service" (IRFS) message for transmission to node 5, but by 
Mow the whole network has just entered siot 2. Node 1 hag 
been listening and knows that node 2 transmits in slot 4 and 
jm node 5S (the node with which it must now communicate) is 
Seeiemitting in slot 2. Since our rules prohibit a node from 
simultaneously transmitting and receiving, node 1 must wait 


_eemmmmeansmitc the ILRFS to node 5 in slot 3. 
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Node 5 receives node 1's single packet IRFS message 
in slot 3, consults its time slot assignment table, and sees 
that its slots would best be conserved if it could receive 
node 1's transmissions in slot 4 (i.e. in the slot already 
used to receive transmissions from node 2). Node 1's IRFS 
included information concerning its present slot assignments, 
so node 5 knows that node 1 is able to transmit in slot 4. 
Therefore node 5 assigns slot 4 as the slot in which node l 
Will transmit and node 5 will receive. Node 5 now prepares 
a "response request for service" (RRFS) message for trans- 
mission back to nodel, but because of the time required to 
process the IRFS the network is in slot 4 and node 5 must 
Sees tuntil slot 1 of the next frame to send its RRFS back 
memmode li, 

Node 1 receives node 5's RRFS in slot 1 and sees that 
it has been directed by node 5 to transmit in slot 4. Node l 
will now record this slot assignment and then, with the help 
of the slot assignment information provided in the RRFS, 
mmifee= a SlOt in which it will receive from node 5. Since 
node 1 has no other receive slots assigned but knows from 
the RRFS that node 5 is already transmitting in slot 2, node 
Meescelect either slot 1 or 3 for use in receiving from node 
9. We shall assume that node 1 selects slot 3 as the receive 
Blot. Node 1 records this assignment in its time slot 
assignment table and prepared a "final assignment notice" 


(FAN) message for transmission to node 5. ‘The time required 


os) 
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memprocess the RRFS, select a receive slot, and produce the 
FAN message means that the network is now in siot 2. Node l 
now identifies the next slot which it may use to send the FAN 
Mmemmede 5. As with the IRFS this is slot 3. Note that 
mode 1 could use its assigned transmit slot (slot 4) to carry 
Beetle if there were mo available slots occtrring earlier. 
Node 5 receives node I's FAN in slioct 3 and records 
that node 1 has directed it to transmit in slct 3. The time 
slot assignment tables for nodes 1 and 5 now arpear as shown 


in Figure 6. The nodes have now constructed one hood of the 


femme! circuit. Node 5 new starts building the next hop of 


= 


meme circuit. 


Node 1 





Node 5 





Figure 6 Time Slot Assignment Algorithm Example - 
Time Slot Assignments for Nodes 1 and 5 
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Node S knows that the virtual circuit addressee is 
node 3, so node 5 checks its best path neighbor table and 
sees that its best path neighbor to node 3 is node 3. The 
network ts well into slot 4 by the time node 5 prepares an 
TRES for transmission to node 3. Therefore node 5 waits 
Meee slot 1 (its nearest and only remaining unassigned slot) 
or the next frame to transmit its IRFS. Node 5 has been 
Meetenans 2n slot 1 and knows that node 3 is not transmitting 
emis slot. 

Node 3 receives and precesses node 5's IRFS and 
determin2s that it must tell node 5 to transmit in slot l 
Since this is node 5's only remaining free slot. Fortunately 
mode 3's slot 1 is not already assigned as a transmit slot, 
nor is 1t receiving a maximum number of receive signals, or 
else our circuit requirement would have had to be rebuffed 
and the slot assignments associated with the first hop 
removed from the slot assignment tables at nodes 1 and 5. 

Node 3 records that it will receive from node 5 in 
Meee and prepares an RRFS for transmission in the next 
mutually available slot, which node 3 identifies as slot 4. 
By now the network is in slot 2 so node 3 must wait until 
Mmi@emstarnt of slot 4 to send its RRFS. 

Node 5 receives the RRFS from node 3 in slot 4, 
records that it will transmit to node 3 in slot 1, and after 


application of the time slot assignment algorithm decides 





that it must receive from node 3 in slot 4. Node 5 now 
records this decision and also makes appropriate strap-over 
records, both for the purpose of effecting automatic 
retransmission of the traffic on this virtual circuit and 

also to facilitate the orderly and efficient breakdown of 

this circuit at a later date. Node 5 records that ail 

traffic received from node 1 in slot 4 should autcmatically 

be retransmitted to node 3 in slot 1. Similarly, the 

traffic received from node 3 in slot 4 should be retransmitted 
meenode ] in slot 3. 

The network is in slot 1 by the time ncde 5 completes 
all of the processing outlined above and drafts a FAN for 
transmission to node 3. Therefore node 5 must wait until 
slot 1 of the next frame to pass its FAN to node ?. 

Node 3 receives node 5's FAN and records that it has 
been directed by node 5 to transmit in slot 4. The time slot 
assignment tables for nodesl, 3, and 5 now appear as shown in 
Figure 7. Node 3 recognizes that it is the addressee for this 
Circuit and sends a ring signal (or some other indication that 
an incoming call has been received) to a local subscriber or 
Switchboard. Node 3 should also send a service message back 
Bempenie Orifinator over the circuit just established to let 
the calling party know that the virtual circuit has been 
Benstructed. 

The virtual circuit between nodes 1 and 3 has now been 


Bemadlished. Note that node 5 is saturated. It has no 
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Time Slot Assignment Tables 


Node 1 R-5{T-5] slot 


Node 3 |R-5 T-S}slot 


Node 5 





Figure 7 Time Slot Assignment Algorithm Example - 
Final Time Slot Assignments for Nodes l, 
Bee and 5 


unassigned slots and is receiving a maximum of three signals 

in its one receive slot. Assuming that there are no changes 

to the network between now and the next best path update 

myewe., the calculation of the distances for node 5's direct 
links should yield large values of distance, so that the new 
Peeeepaths are selected in such a way that future circuit 
requirements not originated at or addressed to Pode 5 are routed 


Me-reene three links connecting nodes 1 and 2, 2 and 3, and 
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3 and 4. Node 5 should be avoided since all calis to nede 
Mer! be rebuffed until one or both of the virtual circuits 
presently active at node 5 are disestablished. 

It should now be clear to the reader that increasing 
the number of time slots per frame or increasing the maximun 
allowable receive signal stacking depth can have a signifi- 
Bae impact on the overall message throughput. Equally 
mevtous is the fact that, according to our rules, no node 


will ever be able to stack receive signals to a depth greater 


than the number of nodes it claims as neighbors. 
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V. HE COMPUTER SIMULATION PROGRAM 


A. COMPUTER UANGUAGE AND RESOURCES 

The simulation program wasS written in the SIMSCRIPT I1I.5 
programming language. The SIMSCRIPT language is versatile and 
has many features that make it well suited for Giscrete-event 
Simulations. The language is relatively easy to use and 
SIMSCRIPT programs are (with a little practice) easy to read 
because the program statements are written in an approximation 
to simple Englisn. The read and write statements may be 
"Tree-form" or formatted, and errors produce excellent 
diagnostic measazes. 

The simulaticn program was executed on the NPS IBM 3033 


Memmicer, runnins SIMSCRIPT II.5 version 9.0. 


Pee sCKEL RACLTO NETWORK SIMULATION PROGRAM 

The simulation program has a modular design. In addition 
to the "preamble’ and "main" program, there are nine "events" 
femmes t "Poutines", SIMSCRIPT routines are basically the 
same as subroutines in other programming languages. Each 
meine pertecrms a specific Function and may be called by the 
main program, other routines, or any event anytime during the 
Simulation. Events differ from routines in that events are 
"scheduled" rather than called. The main program and any 


event or routine may schedule any event to occur at the 
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@m@esent time Or some future point in time. (References to 
time in this section of the report refer to the modeled 
Simulation time maintained by the computer's simulation 
clock during program execution.) 

Copies of the simulation program and a sample data set 
are appended to this thesis. The program contains ample 
comments and each event and routine carries a header of 
comments to help explain its purpose and function. 

1. Distance Calculations 

A distance (1.e. cost) function is used to calculate 
the link distances, which are then used by the routing 
algorithm to determine the best paths. The distance func- 
tion may consider path attenuation, link and node congestion, 
packet delay time, queue length, ete. The distance function 
will normally consider and attempt to interrelate several 
of these parameters in order to produce distances which, 
when operated on by the dynamic routing protocol, produce 
desirable path assignments. 

Miem@inecnem i272) p. 168] states that: “There is no 
universally optimal routing strategy". If delay is important 
in a particular network, then the distance function shouid 
produce weights that assure route selections which avoid 
pockets of local congestion. If the amount of radiated energy 
is important, then the distance function should produce 


weights which will yield least-energy routing. 
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We think cf adaptive routing as a congestion avoidance 
mechanism. However, Kuo [Ref. 12: p. 20] also points out 
mgt this is only true if the congestion taelocal, “it the 
congestion is a symptem of excessive traffic entering the 
entire network, then dynamic routing Just serves to spread 
ihe Congestion. Networks use flow control procedures to 
Mmeemlate the amount of traffic entering the communications 
network. Flow controi procedures are not discussed in this 
thesis. 

The distance function in our simulation is composed 
ammewe Drincibpal computaticns, that is, each complete "link 
distance” is obtained by acding a "node weight" and a "link 
weight", 

rea laae weieht as solely a function of the link 
Seeentiation. As vrevicusly mentioned, each of the thirty 
links was assigned an attenuation between 81 dB and 141 dB. 
The program assigned each link attenuation to one of 128 
"link weight bins", The links were assigned to the bins 
according to a geometric distribution. The lowest attenuation 
link was assigned to bin number 1, while the highest 
attenuation link was assigned to bin number 128. The 
remaining links were interspersed in the other bins. The 
attenuation bin assignments are contained in the appended 
cample Input Data. 

The link weight is obtained by identifying which 


emer ne tink 16 in. We use the link's bin number as its link 
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weight. For example, the link in bin number 60 has a link 
weight of 60. Thus, the link weights range in value from 
1 to 128, with the majority of links assigned to the lower 
numbered bins because of the geometric link distribution. 

The "node weight" is more difficult to obtain. It 
is primarily a function of how busy the nodes at each end of 
the link are. Each node compares the number of its slots in 
current use with that of its neighbors. The busier of the 
two nodes on each link sets the node weight for that link. 

The detailed method used to determine the degree of 
node activity is presented in the "Compute Current Distances" 
routine of the appended simulation program. Once obtained, 
the level of node activity for each link is scaled linearly 
@emeati! im one of 128 "node weight bins". A pair of neighbor 
nodes which have no slot assignments (1.e. zero activity) 
will identify with bin number 1, while if one or both 
neighbors are saturated (as explained earlier) then the link 
between this pair of nodes identifies with node weight bin 
number 128. 

®mnee a node weight bin is identified the actual node 
weight contained in that bin is added to the link weight to 
produce the total overall link distance which is then used 
by the Dijkstra dynamic routing event. 

The node weight bin values may range in value from 


ieame bin number Ll to 1024 in bin number 128. These bin values 
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are determined and assigned dhoeschae program initialization 
according to input parameters which determine the "break 
moont". 

The break point is used to change the weighting of 
the node distance as the nodes become more active. See 


Figure 8. The break point consists of two coordinate 
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Figure 8 Node Weight Bin Values and the Break Points 
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parameters. The first coordinate identifies the bin and the 
second coordinate identifies the bin value at which the incre- 
ment between adjacent bins changes. The use of the break 
point allows us to encourage the use of low activity nodes, 
and to discourage the use of nodes approaching saturation by 
assigning correspondingly. low or high node weights. 

Note that the bin values are actually assigned in 
monotonically increasing descrete increments. For example, 
Meewot the (96,256) break point results in an increment of 
2.67 between each adjacent bin over bins 1 to 96. Bin 96 has 
a value of 256. The value of each successive bin is then 
incremented by 24.0 units of weight. Bin 128 has a value of 
1024. 

fee Ogram Parameters 

The program was run using more than one hundred 
combinations of parameters. 

All simulations were made with the same random number 
generator seed numbers. Therefore all simulations attempted 
to build the same virtual circuits, in the same order, and 
with the same time delay between circuit requirements. 

The link weights were the same and constant for all 
Simulations. However the node weights varied between 
Simulations, depending on the break point used. 

All simulations were run for 300 seconds of simulation 
time. There were no circuits in effect when each simulation 


began, and we observed that our network could accommodate 
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approximately twenty circuits when the mean call duration was 
10 seconds. By 30 seconds into the simulation the network 
had attempted to establish approximately sixty circuits and 
had performed between six and fifteen best path update 
calculations. Accordingly, we presumed that the network 
reached its statistical steady-state operating condition by 
30 seconds into the simulation. At this point in each 
Simulation the appropriate counters were therefore re- 
initialized to remove the effect of the start up transient 
from the overall simulation statistics. 

All time slots were 1 millisecond long and inter- 
mediate results were printed every 15 sezonds. A much larger 
and more complete report was printed at the end of each 
Simulation. 

New virtual circuit reguirements were generated 
according to an exponential distribation function with a mean 
Mame Of 0.5 seconds. The simulation was 300 seconds long, 
and we observed that 590 virtual circuits were attempted 
during each simulation. 

Virtual circuits, once established, remained in 
effect for a time duration also selected from an exponential 
Sereibution function. The mean value of this function was 
an input parameter. Three yalues were studied: 2, 5, and 
0 peeonds. 

Three dynamic routing update periods were also studied. 


Tnis parameter was assigned a value of 1, 3, or 5 seconds. 
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The receive signal stacking depth was assigned values 
between one and four. 
Finally, three node weight break points were studied. 


Meese points were (96,64), (96,128), and (96,256). 
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V. CONCLUSIONS AND RECOMMENDATIONS 
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A. GENERAL 

The time slot assignment algorithm was simulated both on 
a network employing dynamic (i.e. quasi-static)? routing and 
on a network with static best path routing (that is, ona 
network where the best path neighbor assignments were held 
constant for the duration of the simulation). The static 
best path assignments were assigned manualiy and followed a 
least-hop routing strategy. All simulations, both static 
and dynamic, were made on the richiy cconnected symmetric 
network presented earlier in Figure 1. it was not too 
Sereacult, due to the geometry of the network, to manually 
produce a static best path neighbor matrix which distributed 
the link and node usage approximately eventy over the network. 
The static best path neighbor assignments are contained in 
Appendix B. Virtual circuits built using static best path 
assignments were never longer than three hops, while some 
Mierdal Circuits constructed during Simulations employing 
dynamic routing were observed to make as many as seven hops, 
depending on the break point selected for the node weight 


portion of the distance calculation. 
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Pee ke OULTS AND OBSERVATIONS 
1. General 
Several tables of results are contained in Appendix 
C. The tables are crowded, but they are identical in format 
and the reader should have little difficulty reading them. 
In the discussion that follows we identify the general trends 
revealed in the simulation results. 
a. Percentage of Circuits Established 
It comes as ne surprise that, when all of the 
other parameters are held constant, a greater percentage of 
calls can be established as we: 
1) increase the allowable receive signal stacking depth, 


2) decrease the mean duration of an established circuit, 
or 


3) decrease the period between (i.e. increase the 
frequency of) the best path update cycles. 


The results in Table C-1l show that decreasing the 
mean duration of a circuit has the greatest effect on the 
percentage of circuits that are established. Decreasing the 
average call duration from 10 seconds to 2 seconds generally 
resultsin a30 to 70 percent improvement in the number of 
Sircuits established for both static and dynamic routing. 

ireatowetsceOu awe Ce rOUrineg, we see that 
reducing the update period almost always results in a small 
(2 to 5 percent) improvement in the number of circuits 
established. This is because more frequent updates allow 


the heavily utilized nodes to be identified before they 
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reach saturation, so that future traffic may be routed 
through nodes with lower levels of utilization. 

The data shows that increasing the slot stacking 
depth improves the percentage of circuits established. 
However, we note that the largest improvement with respect to 
meee parameter is obtained by increasing the slot stacking 
depth from one to two. The number of circuits established 
generally continues to increase as the stacking deptn is 
increased. However, the improvement is at a lower rate. 

We see that as the ordinate of the break point is 
mmermeased from 64 to 128 and then to 256, the percentage of 
established circuits tends to increase (when ali. other 
Parameters are held constant). This can be explained by the 
Fact that the (96,256) break point encourages the us2 of less 
Dusy nodes at the expense of using higher attenuation (l.e. 
higher energy) links. In contrast, the (96,64) break point 
appears to encourage the use of the lower attenuation links 
Meer. the nodes on those links approach roughly 80 percent 
of saturation. The results in Table C-5 support this 
observation. 

Table C-5 may also be used to explain why a 
greater percentage of circuits are established with static 
Eeouteing. The least-hop static routing uses all links 
approximately equally, regardless of the link attenuation 
or level of activity at the nodes on a path. The average 


Ewersy for circuits built according to the static routing 
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scheme is almost always much higher than for the average 
im@eauit constructed with dynamic routing. Note also that a 
Circuit built with the static least-hop routing strategy 
never uses more nodal assets (i.e. total slots) than does a 
ynamically routed circuit. Therefore, static least-hop 
routing conserves capacity throughout the network, and this, 
in turn, usually allows for a greater number of circuits to 
Bemaetive at any one time. 
b. Average Number of Active Circuits 

Table C-2 contains statistics concerning the 
averag2 number of virtual circuits active at any one time 
during the simulation for the parameters shown. Trends in 
this table are difficult to identify, however, because the 
values in some of the columns are nearly identical. 

If the average percentage of circuits established 
for one set of parameters is greater (or less) than the 
percentage established for another set of parameters, then we 
would expect that the average number of circuits active for 
that scheme should also be greater (or less) than the average 
number of circuits active for the other scheme. Thus we would 
expect that the values in this table should trend along the 
Same lines as the values in Table C-l, and this is generally 
the case. For example, we see that increasing the slot 
stacking depth increases the average number of active circuits 
in proportion to the increase in the corresponding values in 


Table C-l. 
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peeialepodni worth Neting about the values in 
Table C-2 is that as the average call duration is decreased 
from 10 seconds to 2 seconds, the average number of circuits 
active at any one time decreases from approximately 13 to 
about 3.7. It is therefore not surprising that the snorter 
Siedeton circuits are rebuffed less often: the network is 
very lightly loaded. 

c. Average Number of Hops per Circuit 

Table C-3 shows that the circuits established 
with static least-hop routing make fewer hops than the 
Seeeemecally routed circuits. This 1s just as it shouid be. 

A more subtle trend revealed by these figures is that the 
variation of any parameter which generally increases the 
percentage of circuits established (1.e. decreasing the meai 
Seeeeuic duration or update period, or increasing the stack- 
ing depth) generally causes an increase in the average numb2r 
Mmmetonps. this tells us that the additional circuits are, oa 
the average, following longer paths. 

We also note that increasing the ordinate of the 
break point tends to reduce the average number of novs »>er 
circuit. As the ordinate is increased the dynamic routing 
scheme appraoches the least-hop routing strategy. Similarly, 
as the ordinate is decreased the dynamic routing scheme tends 
toward the least energy routing strategy. This is verified 


by the data in Table C-5. 
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d. Largest Number of Hops 

Table C-4 lists the number of circuits that made 
the largest number of hops for any combination of the 
parameters studied. Of the 518 circuit requirements entered 
into the network between the time the counters were reset at 
30 seconds into the simulation, and the end of the simulation 
270 seconds later, we see that for static routing, anywhere 
from less than one tenth to nearly one fifth of the established 
Circuits took three hops. These figures again illustrate that 
the longer multi-hop messages are more likely to be established 
under the lightly loaded network condition (1.e., when the 
mean circuit duretion is 2 seconds). 

Three sets of dynamic routing parameters caused 
one of the 518 circuits to be established over a path seven 
hops long. We were concerned that the use of the (96,64) 
break point might: so bias the distance function and best path 
Seem lacion =n fevor of the low attenuation links, that 
circuits would make an inordinate number of hops. However, 
the data does not support this concern. 

e. Average Energy per Circuit 

the "energy factors” presented in Table C-5 are 
our own convention. We derived, from the link attenuation 
value for each link, a representative figure for the energy 
required for communications over that link. The simulation 
program kept track of which circuits were built and which 


links were used. At the end of the simulation, the average 
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energy per established circuit was divided by 100000 to 
produce the "energy factor" which is displayed in Table C-5 
meee each set of parameters. 

We see that the (96,64) break point definitely 
results in preferential use of the lower energy links, and 
that increasing the break point ordinate results in an 
increase of the average 250m hactons 

2. Summary 

In summary, for the parameters that were studied, 
the average virtual circuit duration has the greatest effect 
on the overall statistics. The update period, coordinates of 
the break point, and slot stacking depth generally have a 
smaller impact on the statistics. The effect of increasing 
the stacking depth tends to be reduced as the stacking depth 
is increased. If we seek to limit the overall radiated 
energy of the network, then dynamic routing (with a low break 
point such as (96,64)) should be used. However, if maximum 
throughput is required and we can afford to suffer the 
consequences of increased signal energy, then our resuits 
Suggest that users should keep calls as brief as possible 
and that, in our test network, either the static ieast-hop 
@r dynamic routing, with a (96,256) break point, should be 
Meeade The major conclusion of this report is that it is 
possible to route in a way that reduces the average energy 
transmitted per message without substantially decreasing the 


Metwork throughput. 
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fee SCOMMENDATIONS FOR FURTHER STUDY 

During the development and analysis of the proposed 
packet-switched network time slot assignment algorithm, it 
Decame apparent that there were several courses that future 
research could foliow. Listed below, in no particular order, 
are several recommendations for further study. Some are mere 
enhancements to the appended Simulation program while others 
would require the generation of new programs, or the integra- 
tion of two or more of the simulation programs developed by 
previous NPS graduate students. 

We know that there are several ways to calculate the link 
distances, Our distance calculations were a function of both 
Path attenuation and node utilization. The node utilization 
Calculation was based entirely on the mutual availability of 
slots remaining between each pair of directly connected nodes, 
as a result of the sloz= assignments for virtual circuits 
already active between that pair of nodes. We assumed that 
data message packets could always be stored in a queue at 
each node and forwarded as slots became available. Therefore 
Seamer ienot Simulat> or study the actual performance of our 
algorithm with resvect to data traffic. If future studies 
Simulate the processing of both data and virtual circuit 
voice traffic, then it seems desirable to include the data 
queue size and/or data packet message delay as elements in 


maendistance calculation. 
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It is sensible to expect that some percentage of the 
callers whose initial (and subsequent) calls were rebuffed 
might attempt to re-dial the same call at some later time. 

It would not be difficult to modify the existing simulation 
program to accommodate this activity; the results might be 
very interesting. 

Future studies Ane oe other routing algorithms 
and/or simulate the actual transmission and handling of 
update messages used to carry the distance information from 
node to node throughout the network. Along these lines, it 
might be worthwhile to combine our slot assignment scheme 
With Heritsch's [Ref. 3] hierarchical routing protocol. 

The slot assignment algorithm should be tested on a 
larger network. Several possibilities come to mind. tit 
seems reasonable to exploit the previous research of Bond 
[Ref. 3] and Kane [Ref. 4] for this. Their work concentrated 
on a prototype packet radio network (for a MAB) composed of 
approximately seventy-five nodes. A network this large might 
require a prohibitive amount of computer execution time to 
simulate adequately, but their work nonetheless provides a 
Seed starting point for the study of larger tactical networks. 

We have allowed all of the nodes in our network to 
originate and receive voice traffic equally. The nodes in 
an actual tactical packet radio network would generate 
varying amounts of voice and data traffic, and the addressees 


Mee cthis traffic would not be uniformly distributed across 
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all net members. In a fast moving tactical situation most 
of the network traffic would be command and fire support 
Coordination type traffic, while the predominant type of 
traffic between battles would be more administrative and 
logistical in nature. Bond's work [Ref. 3] provides 
statistics concerning the type (data or voice) of traffic 
the different nodes in a MAB have generated historically. 

Future studies could include the effects of terrain on 
network connectivity and link attenuations as originally 
studied by Kane [Ref. 4]. The STAR Terrain Model would be 
useful for the purpose and also for the simulated movement 
Seeemodes from position fo position across STAR's simulated 
battlefield. 

None of the previously mentioned and referenced research 
at NPS has provided more than a cursory analysis and dis- 
ieeion O: some of the most difficult aspects of an actual 
packet radio network implementation. Briefly these aspects 
mmelude, but are not tim:ted to: 

imine tializing and starting the network in operation. 


2) The effects of changes in network topology caused by 
broken links or by nodes joining or leaving the network. 


3) Identification and use of alternate or "next best 
path" routes to increase network throughput. 


Tt should be instructive to vary parameters such as the 
number of time slots per frame, the time slot duration, the 


update period or the coordinates of the "break point", etc., 
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in the existing time slot assignment algorithm and study 
the effect on network performance. 

In conslusion, this thesis was a preliminary investiga- 
tion of a proposed time slot assignment algorithm. We 
recognize that our algorithm is but one of Deena possible 
schemes. We have identified its broad performance 
characteristics and know that the algorithm works. We 
Delieve that the concept of implementing a future military 
packet radio network with integrated voice and data traffic 
utilizing spread spectrum and CDMA techniques in conjunction 
with some type of TDMA time slot assignment scheme is a viable 


Memeron worthy of further study. 
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APPENDIX A 


LINK ATTENUATIONS (Cin dB) 
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